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QUESTION NO: 1
When implementing GET VPN, which of these is a characteristic of GDOI IKE?

A. GDOI IKE sessions are established between all peers in the network.
B. Security associations do not need to linger between members once a group member
has authenticated to the key server and obtained the group policy.
C. Each pair of peers has a private set of IPsec security associations that is only shared
between the two peers.
D. GDOI IKE uses UDP port 500.

Answer: B

QUESTION NO: 2
In an 802.1X environment, which feature allows for non-802.1X-supported devices such
as printers and fax machines to authenticate?

A. multiauth
B. WebAuth
C. MAB
D. 802.1X guest VLAN

Answer: C

QUESTION NO: 3
When you are configuring a DMVPN network, which tunnel mode should you use for the
hub router configuration?

A. GRE multipoint
B. Nonbroadcast multiaccess
C. Classic point-to-point GRE
D. IPsec multipoint

Answer: A

QUESTION NO: 4
Which Cisco IOS feature provides secure, on-demand meshed connectivity?

A. DMVPN
B. Easy VPN
C. IPsec VPN
D. mGRE



Answer: A

QUESTION NO: 5
You have configured a Cisco router to act a PKI certificate server. However, you are
experiencing problems starting the server. You have verified that al CA parameters have
been correctly configured. What is the next step you should take in troubleshooting this
problem?

A. Disable and restart the router’s HTTP server function
B. Enable the SCEP interface
C. Verify the RSA key pair and generate new keys
D. Verify that the correct time is being used and time source are reachable

Answer: B

QUESTION NO: 6
Which three of these are features of data plane security on a Cisco ISR? (Choose three)

A. uRPF
B. NetFlow export
C. FPM
D. CPPr
E. RBAC
F. routing protocol filtering

Answer: A,B,C

QUESTION NO: 7
What will the authentication event fail retry 0 action authorize vlan 300 command
accomplish?

A. assigns clients that fail 802.1X authentication into the restricted VLAN 300
B. assigns clients to VLAN 300 and attempts reauthorization
C. assigns a client to the guest VLAN 300 if it does not receive a response from the client
to its EAPOL request/identity frame
D. locks out a user who fails an 802.1X authentication and does not allow the user to try to
gain network access again for 300 seconds

Answer: A



QUESTION NO: 8
When you are configuring DHCP snooping, how should you classify access ports?

A. untrusted
B. trusted
C. promiscuous
D. private

Answer: A

QUESTION NO: 9
When configuring URL filtering with the Trend Micro filtering service. Which of these steps
must you take to prepare for configuration?

A. define blacklists and whitelists
B. categorize traffic types
C. install the appropriate root CA certificate on the router
D. synchronize clocks via NTP to ensure accuracy of URL filter updates from the service

Answer: D

QUESTION NO: 10
Which of these is correct regarding the functionality of DVTI tunnels?

A. DVTI tunnels are created dynamically from a preconfigured template as tunnels are
established to the hub.
B. The hub router needs a static DVT1 tunnel to each spoke router in order to establish
remote communications from spoke to spoke.
C. Spoke routers require a virtual template to clone the configuration on which the DVTI
tunnel is established.
D. DVTI tunnels appear on the hub as tunnel interfaces.

Answer: A


